n. novateca

Information protecting in cyberspace!
theory and practice
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nl novateca

Kw6epHeTqucxaﬂ 0e30MacCHOCTb. 3T0 COBOKYMHOCTb TEXHOMOIWIA, MNPOLECCOB U
pasnnyHbIX BUOOB OEATENbHOCTW, HaMpaBlieHHbIX Ha 3awWuTy MHMOPMALNOHHO-BbIYUCIIUTENBHBLIX
ceTer, KOMMNbIOTEPOB U nporpammHoro  obecnedyeHvs OT  atak, MOBpexaeHun u
HecaHKLMOHNPOBAHHOIO JOCTyna

(NATO Communications and Information Agency Definition)

MHcopMaLnMOHHanA 6e30NacHOCTb: obecnevyerne KOHDUASHLUMANBHOCTY, LIENIOCTHOCTM
M OOCTYNHOCTH VIHCbODMaLI,I/II/I, a Takke Takmux ee CBOUCTB Kak JOCTOBEPHOCTb, NOAJIMHHOCTD,
HEOTKa3yeMOCTb N HAOEXHOCTb

(ISO/IEC 27001:2005 Information security management system Definition)
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3awmuta uHpopmauumu:

Ton 5 3ageknapupoBaHHbIX (PUHAHCOBLIX NOTEPb:

1. Sony - $171 min

% 2. Citigroup - $2.7 min

g 3. Stratfor - S2 mln
4. AT&T - S2 min

5. Fidelity Investments - S1 min

integrator @ 338
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Wild World Web: nouyemy sro akryanbHo?

CTaTUCTMKa pacnpocTpaHeHuUs yA3BMMOCTEN Ha CeTeBOM NepumeTpe
BEKTOPbI MPEO/JONEHUS NEPUMETPA

0% Cnosaprue naponu nons3osarenci

-—{abe]

63 % Buenpesue oneparopos SQL

8(y WiTepdence ynpaenenua obopyaosariem
0 ROCTYNHH noGomy nons30Batenn cetn Mutepuer

CnosapHble naponu

Mexcalitogoe BHNORHEHAE CEHAPHES

Xpah'emse BAKHUX BAHHLIX B OTKPHTOM BRAE

PACKpHITHE KOHGUTYPIUMOHHOR MHGOPMALIMN
B BED-NPHAOKEHKAY

YA3BUMOCTH
BeG-npunoxerui

47%

==

HegocraTodnan 3auwia ot nogtopa -

YYETHHX ABHHEX 1 7
Hcnons30Banue OTKPHTHX NPOTOKONOB BHewHui
MEPEAAYM HAHHHX Hapywurenb

Buxop 3a npegenw katanora (Path Traversal) Yazeumbie sepcun 110

32% PackpuTe ungopmankn of uaenTHuKaTOPaX 6

BbIBOA;: B kaxxaom TpeTbem cnyyae 10601 BHELWHUI 310YMbILUNEHHUK MOXKeT
NONIYYMTb NO/IHbIA KOHTPO/b HaA, Bce UHPPACTPYKTYpOM
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. n. novateca
Wild World Web: nouemy sto akryanbHo?

Hanbonee pacnpocrtpaHeHHble yA3BUMOCTU BO BHYTPEHHel ceTu

92% (noBapxbie naponu nonb3oBarened m
920/ HepocTaTku 3auiuTel CyxeGHbIX NPOTOKONOB
0 KaHanbHOTO U (eTEBOT0 yPoBHER

75(y Wenonb3oBanue OTKPbITHIX
0 NPOTOKONOB NEPefaun AaHHbIX

Apaieune BaHOR WO pMALNM YPOBEHb MPUBUNETUY, NONYYEHHBIX OT TULIA BHYTPEHHETO
B OTKPbLITOM BHAE
3/10YMbILUTEHHUKA

GraugaptHoe 3nauenue SNMP Community String
€ npaBami Ha ytenue (public)

BO3MOXHOCTH MOAKMIOUEHHA CTOPORHETO 060PY0BAHMA 0
58% fie3 ero npeaBapuTENLHOR ABTOPHIALMK 67 A)

MonHblit KOHTPONL HAZ MHGPACTPYKTYPOA

GraugaprHoe 3navesine SNMP Community String 0 MaKcumanbHbie NPUBURETUM B KPUTHYECKUX
C NPaBaMK Ha UTEHME W 3anucs (private) 1 7 A)

CucTemax
Wcnonb3osanue cnabbix anropuTMoB WWdpoBaHKa
NIpY XpaHeruu naponed 8% Aamunuctpatop CYBJ 8 IBC
Wutepdeicel ynpagnexus o6opysoBannem
AOCTYNHb! A0GOMY N0Nb308ATENIO NOKANLHOM CETH 0 MaKkcumanbHbie NPUBMARTIN B KPUTUYECKMX
8 A) CucTemMax ()10(Tyl'l BO3MOMEH TONIbKO U3
42(y Hepocatounas 3auiura dAMWUHUCTPATUBHOTO (EI’M(‘HTB)
(1) 0T N0A00Pa yUeTHbIX AaHHbIX

BbiBOAbI:

- BHYTPEHHUIA HENPUBUIETUPOBAHHDbINA 3/10yMbILNEHHUK B 84% cnyvyaeB MOXKET NONYy4YUTb
MaKCMaibHble npusuiermm B KpUTUYECK Ba*KHbiX CUCTEMAX,

- B CpeagHem Ka)l(p,blﬁ NATbIX NONb30BaTeNb nepexoaunn no (I)MI.I.IMHI'OBbIM CCblIJZIKamM U ocyullecTBaaAn
BBOJ, YYETHbIX AAHHbIX 60 3anyCK NpeanoXKeHHbIX ¢annos
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3awnta MHPOPMaALUU: TeKyw,aa cuTyaumus

CBOUM COTPYAHUKaM

integrator @

Threat Track Security Inc. otuer:

55% opraHu3sauumn obecneumnm gononHUTeNbHOe obyyeHMe No BONPOCcam
Nb ona ceomnx coTpyaHUKOB;

52% opraHusauunii NepecMoTpPenr YPoBeHb AOCTyNa K MHGoOpMaLnmM ans
CBOWX COTPYAHWKOB;

47% KOMNaHUM cTanun yaenatb 60nblle BHUMAHMA HEeCTaHAapTHOMY
NoBeAEHUI0 COTPYAHMKOB B CeTu;

41% KomnaHui BBENN Bonee KecTkne TpeboBaHMA NPU HaliMe HOBbIX
COTPYAHUKOB;

39% KOMMaHM COKPATUIN NPaBa NO agMUHUCTPUPOBAHMIO | '

NcTovHnK nHdopmaumm: www.securitylab.ru/news/449409.php



http://www.securitylab.ru/news/449409.php?ref=123

m novateca

Password protection:
new way to play an old song

integrator @ 7-38



ObLwure pekomeHagauUnm
K CIIO>KHOCTU naponeu

- ANWHA: He MeHee 8 CUMBOIIOB;
-  NMOBTOPSAAEMOCTb: 5 nocnegHux;
- CIOXHOCTb: OYKBbI, LMdPbI, CNELICUMBONbI;

- cpok geuctBua: 0o 90 aHen

integrator @
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Passwotd:
' 423456

8-38



nl novateca
Pesynbratbl nccrnegoBaHum

8 cumBonoB: N"a&$1inG Obin 6bl B3riloMaH 3a 3,75 cyTokK

28 cumBonoB: GoodLuckGuessingThisPassword 6bin 6bl B3nomaH 3a 17,74 net

aTaka no cnoBapto: n3 626718 naponen 54% B3/IOMaHbl B Te4EHUN MUHYT
pame = 71 d
user = 055“)0 £ MemouHuk uHghopmayuu:
Pa,55“)o'd http://www.allcio.ru/safety/65529.html
STOCKS e
name rd
passwr

integrator @
9-38



AHann3 pesynsraTtoB NCCNEeaoBaHUN

1. Maponu, no-npexHemy ysi3BUMbI

nl novateca

2. YxecTtoyeHue TpeboBaHUN K NaporsiMm NpuBeaeT K «0bpaTHOMY ahdeKTy»:

- UCMONb30BaHNe eanHOro Napons Ans BCeX NPUMNOXeEHWI;
- nepuogmnyeckme «3abbiBaHWsI» Naponew;

- BbIOOP NPOCTbIX Naponemn, NoaxoasaLnx kK TpeboBaHnsaM;

SZnkdfjkdhz,
832nkdfijkdh234a
790jk9847g8fhj94u
ADSelfService Plus
jkla Security 8asd:
‘daidg8793lakdakljs¢
kjhasi98343ioha
73ejkasd9r”

- 3anvcbiBaHne Naposeu;

integrator @
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np novateca
BapunaHTbl pelieHnm

1. O6wwme nnu yyBctBUTenbHble UC: «MackmpoBka oepeBLEB B NeCy»

2. XXusHeHHO BaxHble UC: aByxdrakTopHas (MHOroatanHas)
ayTeHTUpukayus:
- AByxdbaKkTopHasa ayTeHTUduMKauma (smart-kapthbl);
- MHOroaTanHas ayteHTudukauma (Sms yBegoMreHns)

3. Kputunueckmne UC: nporpammHo-annapaTHble cpeacTtsa:
- pasoBbix naposien (One Time Password ycTponcTea);
- reHepupoBaHne naporsien

integrator @ 11-38




m novateca

integrator @ 12-38



Why use social

. : nl novateca
engineering?

1. Because it works!

Always has... Always will...

To: You

Subject: Assistance required

We are top official of the Federal Government
contract review panel who are interested in
Imporation of goods into our country with funds
which are presently trapped in Nigeria. In order
to commence this business we solicit your
assistance to enable us transfer into your
account the said trapped funds.

integrator @ 13-38



Why use social
engineering?

m novateca

2. Great return on investment

Hacker To-Do List

* Footprint network

» Scan (don’t get caught)

* Enumerate systems

* Find unpatched vulnerability
* Develop malware or

* Brute force password

* Look for interesting tidbits

integrator @

Vs.

Hacker (revised) To-Do List

* Do web search on target company, find
phone list

 Call random employee

* Pretend to be help desk testing new web
portal

» Have helpful employee test portal by
entering credentials

14-38



Why use social
engineering? m novateca

3. It is effective

£ | Log In - Microsoft Infernet Explorer

Fle Edt Yew Favorkes Tooks Help o
: Qback * O (¥ & b HPseach Favorkes € (v WL B3
| Aciress | @) bt luser-cgi.comfpaypajwebscr phpcd=Valdate v| B
- AMYCRAFY - Services - | JSEKESNE, (Blocked) New Ske Rark: 621611 Site Report [MIT)[US] Inktony Corparation

-~

PayPalj Sign Up!Log In|He

Welcome Send Money | Request Money Merchant Tools Auction Tools

The email address you have entered does not match our records. Please
try again. If you're not sure you have a PayPal account, you can try to sign
up again.

"

Member Log In Secure Log In =

Registered users log in here, Be sure to protect your password,

Email Address: Forget your email address?

Password: EOr our paseword?
New users sign up here! It only takes a minute,

integrator @ 15-38



Why does it work?

n novateca

1. Trust

“Don’t believe
everything you
read on the

Internet just

because there’s
a picture with a
quote next to it.”

—Abraham Lincoln

Most people believe that no one is out to do them harm

integrator @ 16-38



Why does it work?

n. novateca

2. Urgency/Scarcity

(Pnew ~ | [E-| 9 | X | -] -4 Réﬁly Forward
>4 Request from CEO
Subject: Immediate Wire Transfer

To: Chief Financial Officer

© High Importance

Please process a wire transfer payment in the
amount of $250,000 and code to “admin expenses”
by COB today. Wiring instructions below...

Business Email Compromise has
resulted in approximately $750 million
in losses across more than 7,000 US
companies from October 2013 —
August 2015

Source: fbi.gov

Everything is a priority and what we need is in short supply

integrator @
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Why does it work?
nl novateca

3. People assume innocent mistakes

If information doesn't fit the situation then they ignore it

integrator @ 18-38



Why does it work?
m novateca

4. People are helpful, especially to strangers

‘li.

&
[EEE

An organization’s drive for customer service amplifies this tendency and
often leads to employees providing more information than they need to

integrator @ 19-38



Why does it work?
n' novateca

5. Curiosity

People are curious by nature and it often outweighs caution and even common
sense.

integrator @ 20-38



Why does it work?
n novateca

5. We love to reciprocate

If someone is nice to you then you are often nice to them

integrator @ 21-38



Why does it work?
m novateca

5. The power of authority

People defer to those in (or who appear to be) in position of authority or power.

integrator @ 22-38
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Tools of the trade
nl novateca

Elicitation: Extract information out of what appears to be an innocent
conversation

- Pretexting: The act of creating an invented scenario or backstory to
persuade a target to provide information or perform some action

- Watering hole attack: Determine websites that your target visits frequently
that are less secure than the target’s organic information assets

- Low tech works as well

Information collection

HELP WANTED

Requirements

Deep knowledge and experience troubleshooting the following
technologies:
Windows 2012 Server, Microsoft SQL Server, VMWare, Active Dj
DNS, DHCP, Lync, Exchange Server and WINS. 4
Understanding of PowerShell to drive efficiencies through autoriaget
repeatable processes.

Strong Analytical and Team Player Skills.
Strong Customer Service Skills.

Seven years Windows PC and Server support experience. 23-38




Blocking the path
nl novateca

1. Awareness training:

» Be purposeful in who gets what training and how often
« Emphasize critical thinking
*Think about a human patch cycle — make people aware of new scams

*Does need to be a balance with customer service

integrator @ 24-38



Blocking the path m novateca
2. Protect critical information:

 Public internet, social media postings
» Photos of building access badges, name tags, org charts

* Remote user instructions for VPNSs, portals, and yes - even
passwords

 Take into consideration spelt or sounding domain names, add rules to
IDS to look for these p—

integrator @



Blocking the path h1 novateca

3. Make it harder to use information that is gathered

* Two factor authentication
* Network segmentation

» Use time of day or location based access controls

. donald_duck

Your one time
codeis

integrator @
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Ransomware

integrator @ 27-38



Ransomware m novateca

Ocob6eHHOCTU NPOHUKHOBEHUSA

crnocob NPOHNKHOBEHWE: (3NMEKTPOHHAsA NoYTa, CbEMHbIE HOCUTENN)

NCMOJIb3YHKOTCA «KJTHOYEBbIE» CJ10Ba U TEMATUKA

K MMCbMYy 00s13aTeNibHO NPUKPENSIEHO BoXeHne B Buae dpamnna c
pacwmpeHnamm (.js, .cmd, .bat, .vba, .psl)

3apakeHne NpPoucxoauT NPU OTKPbITUM NPUIOXEHHOro darna

aHTMBUPYCHbIE NpPOrpamMMbl He OOHaPYKMBAKOT BPEAOHOCHbI thain

. Your personal
‘ files are encrypted!

Private key will
be destroyed in:

95:52:36

integrator @ 28-38



Ransomware m novateca

NMpu3Haku 3apaxeHus

Bee patinst Obinu BPEMEHHO 3ABITOKUPOBAHBI ¢ nomowisto anzopumma RSA-1024

1. 3Mo UHCMPYKYUS, Komopas rnomoxem pasobpamscs ¢ Baweud npodnemou. E€ pelwums 8non+He
B03MOXHO, He nepexusatme.

2. [ins peweHus 0aHHou NpoGnemMs! HYXHO 00beduHumb Hawu obuue pecypces.

Bawu pecypesi:

— e-mail u doeepue

— 3NeKXMmpoHHasn 8anvoma «3a ypoK»

Hawu pecypcebi:

— Bo3MoXHOCMb pa3dnokuposams Baw KoY (0ewugposwiuK yxe y Bac ecms — DECODE exe)
— [lpedocmasum 2apaHmuu — nocne onfamst KAy 6ydem nepedaH, co2nacHo 002080peHHocmuU
— KoHecynsmauyuu nocne onnamasi

3. Mbl He u3 mex, Kmo wuppyrom 0adHbie, nony4yarom cpedcmsa U 3amem nponadarom.

B 0aHHoM criy4ae Bbi U enpasdy UMEEme s03MOXHOCMb pa3bnoKuposams lpaljﬁbl.

Tonbxo ecmb HeboNbuwoe speMeHHoe O2paHuYeHue (CPoK 200HOCMU KITKoHa He 8e4HbIl)
Ominadsisams 80MPOC «Ha NOMOM» MakKXe He sapuaHm, NaKc sepums 8 Yydeca He cmoum.

4. Y Bac ecmb 06a sapuatma:

a) @opmamuposams OUcKU U 8epHymb 0% alinog — HepasymHo

6) 3annamums 38 C80K HEBHUMAaMEeNsHOCMb, 8EPHYMb 6CE hallfibi U NOAYYUMb KOHCYIbmayuy — 6non
npasunsHo

5. Umak, nonpobyume 3anycmume Baw Oewugpamop U3 apxusa. Bam Hanuwem, 4mo Knwy He Hauoer
integrator @ 29-38



Ransomware n. novateca

MeToAabl NnpoTUBOAENCTBUSA:

- He 3anyckauTte BCe, YTO NpuUxoauT oT
HEN3BECTHbLIX apecaToB

- He OTKPbIBATb HEMOHATHbIE BJ1OXKEHUA,
HE COOTBETCTBYHOLLNE HA3BaAHNIO UJTA
npeanonaraemMmomMmy cogep>KaHumto

- pesepBHOE KOoNMpoBaHue

integrator @ 30-38
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ObecneyeHne 6e30nacHOCTU B
counarnbHbIX CETAX |

integrator @ 31-38



CounanbHble ceTu m novateca

CyuwecTByrowme yrposbil:

- oetn (NCMXonorn4yeckoe n cekcyanbHoe
Hacunue);

- yrpo3sbl nn4yHon 6e30nacHoOCTU;

- MOLLEHHNYECTBO U LWaHTaxX;

- Nomexa B Kapbepe;

- OTCYTCTBME @aHOHMMHOCTU (YerioBek Ha
nafoHN)

integrator @ 32-38



CouuanbHble ceTu m novateca

CoBeTbl, 00ecneynBaroWme MMHUMaNbHYHO 0€30MacHOCTb:

.j)w -

- MeHblle KOHKPETUKH,

cKkenTmymn3m - Ball J'Iy‘-ILLII/IIZ Apyr;

AymanTe, YTO Bbl NyONuKyeTe;

- He TepsanTe 6QUTENBHOCTb;

NpoBepsINTe CBOW NapamMeTpbl
KOHDUAEHLUMANbHOCTH;

- CJ10XKHbI€ NMaporu,

- He BeaunTe BaXHble OeJ10BbIX U
JINYHbIE MNMeperoBopbl Yepea CeETU
integrator @ 33-38
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be3onacHOCTb NnepcoHarsibHbIX
OaHHbIX B couManbHbIX CETSAX

integrator @

MeToabl 3alUNTLI:

1. cnonb3ynte MexaHn3mMmbl 6e30nacHOCTH,
npenocTaBnsemble counanbHbIMU CETAMU
(gocTyn K akTuBam, https, smart-phone);

2. Vicnonb3ynte obLmne mexaHu3mbl
BbesonacHoCTH, He NpPUBSA3aHHbIE K CoLMaribHbIM
cetam (https);

3. NpebbiBasi B coumanbHOM CETU, COBEPLUANTE

OENCTBUS, HE yrpoXatoLme BalLuum
NepcoHanbHbIM AaHHbIM.

34-38
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Information Security
Incident Management

What to Do After a Data Breach: a Step-by-Step Guide:

1. Determine what was stolen.

2. Change all affected passwords.

F 3. Implement and Enforce Policies.
4. Contact Outside Parties
oATA\LE:KAGE | 5. The most important step to take after a data breach

iS.... To understand the root of the issue

T —

ISeek Wi
hat you leak.
6. Test the Security Fix

integrator @ 35.38
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"R
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Obuwme npaBuna
MHdpopmMaLlMOHHOW Be30MnacHOCTU

integrator @ 36-38
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O6wume npasuna MHOOpPMaLMOHHON
BbesonacHoCcTn

O6wme pekoMmeHaauuum no ncnosib3oBaHue BbIYUCIIUTENTBHON TEXHUKM

1. Ucnonb3osatb MO ang 3awuTtbl OT
3NOHaMepPEHHOro Koga, aHTucnama u
aHTUdULWKMHra

2. He ncnonb3oBatb Wi-Fi 30HbI ANs npoBeaeHus
BGaHKOBCKMX onepauuin unu on-line NOKynok.

3. PerynspHo yctaHaBnueatb 0GHOBMNEHMS
6e30nacHOCTU U3 HaAEXHbIX MCTOYHUKOB

4. He ncnonb3ynte HenuueHanoHHoe 1O

integrator @ 37.38
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Guvernamentala Comuna

integrator @
1-14
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MCloud: nivele de securitate

- securitatea fizica a centrelor de date si a echipamentelor de procesare a
informatiei;

- managementul riscurilor de securitate a informatiei si continuitatea afacerii

- securitatea infrastructurii de retea;

- securitatea infrastructurii virtuale;

- controlul accesului si securitatea datelor;
- securitatea aplicatiilor software;

- monitorizarea si testarea securitatii;

- managementul operatiunilor;

integrator @
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Basic cryptography:

Integrity: applying hashing algorithm against entire message;

Nonrepudiation (Identity of sender): enciphering the message digest using sender
private key;

Confidentiality:
- encrypting the message with symmetric key;
- enciphering the symmetric key using receiver public key

Authentication: if the public key deciphers the message satisfactory, one can be
sure of the origin of the message because only the sender could have encrypt the

message

integrator @ 1-14
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BitLocker: Windows 7 example
nl novateca

1. BknroyeHue

Orkpoire

OtpeiTs & HOBOM OKHE

Bxmounrs BitLocker...
0620p & FastStone.
Otxprits agrozanyck...

integrator @ 1-14



BitLocker: Windows 7 example
nl novateca

2. Maponb gnsa wudpoBaHus

Q Q& Wedposanne ancxa BitLocker (P:)

Buibepure cnocobsl cHaTng 6A0KMPOBKM AnCKa

(V] icnons1083Te NAPOAS ANA CHATHR BAOKBPOBKN ANCKS
Mapoan A0MxHS! COZLPWATE NPONMCHEIE W CTpONKEE ByKes, Widps, npobens) w cumsonss,

|| Beeaure napone:
Beegure napons ewe pas: 1
[ Vicnoneacearts (MapT-KapTy AN CHATHSA BACKWDOBM ANCKE

HeoGxogmmo sCTasnTo cmapT-KapTy. MTAM-K04 CMIPT-XapTol NOTPESYETCA NPK CHATHI GAOKMPOBEN ¢
| ances.

[_Banee || Ommena |

integrator @ 1-14



BitLocker: Windows 7 example
n. novateca

3. Knoy ansa BocctaHOBNEHUSA

O e Whpoeanie ancxs BtLocker (P:)

Kax coxpaHuTs KAOU BOCCTaHOBACHHA?

B cAywae yIpaTol napons mas CMAPT-KAPTH ANR BOIODHOSAEHMA JOCTYNS K AUCKY MOXHO HENCALIOEATY
KAOM BOCCTAMOEASHUS.

I PexomMenayetca COXPEMTE KON BOCCTIROBNAEHWA & OTACAbHOIA SN i PECNEYSTSTS ¢ro.

2 COoxXpanuTh KAIOY BOCCTIHOBAEHUA B aine

& Haneuarartb X0y BOCCTAHOBACHMA

integrator @ 1-14



BitLocker: Windows 7 example
n' novateca

4. WndppoBaHue

- T e .
Wwuoposarue aucka BitLocker

f‘\a Wndpoeatwe P: 3aBepLueHO.

E 3akpeite |

- Cremubii AnCK (P:) e ”
— — Coemubiit auck (P:)
205Th ceobopro s 38316

integrator @ 1-14



BitLocker: Windows 7 example
m novateca

5. MapameTpbl anga ynpasneHus bitlocker

— _

| - T
— ®

- -

u B¢ Wndposarme aucks BitLocker (P:)

Buibepure napameTps: AnA ynpasaeHvia

# H3MmeHnTs Naponb Ana cHaTtva BAOKMPOBKYM AncKa
2 YAanuiTh Naponb ANA 3TOTO AUCKa
# [obaeuTte CMapT-KapTY AAA CHATMR DAOKMPOBKM AUCKa

2 CoXpaHuTs MAK HANEUATaTb KAKOM BOCCTaHOBNEHMA

> ABTOMATAMECKN CHYMAaTDL DAOKMPOBKY ANCKA STOMO KOMNDDbICTEDA

integrator @ 1-14



Bitlocker To Go Reader
m novateca

6. Ucnonb3oBaHue bitlocker c agpyrumm cucremamm

—

U & Wudposanue aucxa BitLocker (P:)
I S — l pr—

ITOT AWUCK 3aWMLLEH NPOTrPaMMOit WndposaHus aucka BitLocker

Dns curma B0KMDOBKY MCKa SBEATE Napons

[T Npu sBORE NOKasEIEaTS CHMBONS N2PONR

|71 B nanereiiwem asToMaTHYECKH CHUMETS BAOKIDOBKY C 3TOTD KOMALQTEPa
S2feum napoms?

Al 25600%M HE

| Pazbnokmposars | [ Cmmaena ]
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SN

THE END

Thank you for listening!

~—_

~A

V4
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